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Abstract. Laboratory practice is a fundamental aspect ohmaer network
learning. Experiments use to be very specific, degtly demanding changes
in the local network topology and privileged accasghe operating system
configuration. These features impose a specific exadusive laboratory for
network teaching experiments. However, it is netagls possible to provide
such laboratory; the reality in most institutiosstdé have shared laboratories,
used by different students and disciplines. Thibj@m can be alleviated by
the use of virtual machines, allowing each studenuild its own network
experiment, using the appropriate topology, and thot disturbing the other
activities running in the lab. This paper presestme experiences in using
virtual machines to teach advanced aspects of ctanpetworks, like IPSec,
firewalls and network services. Also, some key mare highlighted in order
to show the benefits of virtual machines for thdggogical practice.

1 Introduction

Laboratory practice is a fundamental aspect of ademp networks learning.
Experiments that are more complex usually demarahgéds in the local network
topology and privileged access to the operatingesysconfiguration on each host.
For instance, in an experiment aimed to implemefitesvall architecture, students
need to: a) organize the laboratory network topglquutting computers on the
external, internal, and DMZ (Demilitarized Zone)twerks, b) install additional
network interfaces on the machines that will roatel filter packets between the
networks, c) configure their respective routing dittdring tables, and d) configure
the network addresses and other attributes fomtehines in the three regions.
This unconventional characteristic of the computetworks laboratory classes
imposes a specific and exclusive laboratory foché&sy network experiments. This
problem also appears in other system-related diiseip like operating systems.
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However, it is not always possible to provide sleoratory; the reality in most
teaching institutions is to have computer laboratoshared among several students
and disciplines. This limitation makes impractieatd set complex experiments that
demand laboratory exclusiveness. This problem carelkeviated by the use of
virtual machines. The VM technology allows eachdetut to build her own virtual
computer network, connecting them according theoltgy demanded by each
experiment, without interfering on the laboratoryygical structure and thus not
disturbing the other activities running in the leddory.

There are several ways to use virtual machinesaoht system-related disciplines;
this subject has been studied since the 80s [7jveder, the recent advances in
virtual machines technology [18] explain the grogvimterest on using it as an
important tool in the learning process. Today, metgtients have enough computing
power in their home computers to execute severalalimachines simultaneously,
allowing them to reproduce the class experimenit®ate.

This paper presents some experiences in usingaliriachines to teach advanced
aspects of computer networks, like IPSec, firewatld network services. The text is
structured as follows: section 2 presents the airtmnachines technology,
enumerating its possibilities, advantages, andtditioins; section 3 discusses the
possibilities of using virtual machines to teacmpaoiter networks; section 4 presents
the virtual machine monitor User-Mode Linux, whislas used in this work; section
5 presents the context in which the experimentsgmied here were developed,;
section 6 shows and analyzes some of the expersmealized; section 7 discusses
relevant related work; finally, section 8 concludes paper.

2 Virtual machines

A virtual machine (VM) is defined in [17] as aniefént and isolated duplicate of a
real machine. A virtual machine environment is tedaby aVirtual Machine
Monitor (VMM), also called an “operating system for opargtisystems” [8]. The
monitor creates one or more virtual machines omgle real machine. Each VM
provides facilities for an application or a “gusgstem” that believes to be executing
on a standard hardware environment. VM monitorddbsibme properties that are
useful in system security, like isolation (a softevaunning in a VM cannot access or
modify the monitor or other VM), inspection (the nitor can access the entire VM
state), and interposition (the monitor can intet@q modify operations issued by a
VM) [8, 17]. Typical uses for virtual machine sysie include the development and
testing of new operating systems, simultaneoushying distinct operating systems
on the same hardware, and server consolidation [18]

There are two classical approaches to organizealirmachine systems: in the
Type | systems, the virtual machine monitor is iempénted between the hardware
and the guest system(s); the Xen [3] and VMWare ESetver [23] virtual
environments are good examples of this approachthénType Il systems, the
monitor is implemented as a normal process of atetlying real operating system,
called the host system. The VMWare Workstation [@8f1 User-Mode Linux [6]
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virtual machine systems adopt this architecturethBapproaches are depicted on
figure 1.

user processes : ;
virtual machine

wrtuagchme/ Hgamgm " OOA’/Q \
@0 %o N
O

guest kernel guest kernel - -
virtual machine
monitor

[ virtual machine monitor ] [ fost keral ]

USEl Processes

hardware hardware

Fig. 1. Type | (left) and type Il (right) virtual machineamitors

Standard PC processors provide no adequate sujppdrardware virtualization.
Consequently, virtualization overhead can be ak higg50% of total computing time
[4]. However, recent research significantly redusedh costs under 10%, as shown
in [12, 18]. For instance, the VMware system [23fes an on-the-fly rewriting
technique in which the binary code loaded by th#usi machine is dynamically
modified to better adjust it to the virtual enviment, improving its performance.
After completely rewriting the logical interfacetbeen the monitor and the guest
kernels, the Xen project [3] obtained average cdingucosts under 3% for
virtualizing Linux, FreeBSD, and Windows XP. Theseorks open many
perspectives on the use of virtual machines inyetdn environments.

3 Using virtual machineto teach computer networks

There are several ways to use virtual machinegdoht system-related disciplines;
this subject has been studied since the 80s [7jveer, the recent advances in
virtual machines technology [18] explain the grogvimterest on using it as an
important tool in the learning processes. Today,stmstudents have enough
computing power in their home computers to exeaéeeral virtual machines
simultaneously, allowing them to easily reprodule tlass experiments at home.
Therefore, the virtual machine technology can bepéetl with concrete benefits in
system-related laboratory classes, like computéwaer&s and operating systems.
Among those benefits, one can mention [4, 12]:

* it is possible to create more virtual hosts thae thumber of physical
computers available in the laboratory, allowing leatudent to create
complex scenarios involving several hosts;
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» the number of network interfaces in each host aed interconnection are
defined in the virtual context, with no restrictsorelated to the laboratory
physical structure nor the local computers hardwargiguration;

» the student is the administrator of her virtualtepallowing her to change
their configuration and to install the softwareuiqd by each experiment;

» the student can save on the real machine the eoafign and state of each
virtual host; allowing her to develop more complqger, or incremental
experiments;

» finally, the student can reproduce the experimehtome.

A first approach for using virtual machines on caitgp network teaching would
be to provide a specific laboratory, in which eammputer would have locally
installed a virtual machine monitor, like UML [6f & MWare Workstation [23].
Such a system could be configured to allow virtaas$ts to interact with the real
hosts on the lab, or with virtual hosts running ather real hosts. This approach,
used in [1, 13, 19], is simple to implement, buhdg flexible, because it demands a
specific (yet not exclusive) laboratory. Furthermomhen deploying longer or
incremental experiments, the student remain “tiedthe same computer in which
she started it. Also, this structure is harder ¢éproduce at home and makes
impracticable to work remotely on the experiments.

Another approach consists on installing the virtmalchine monitor in a central
server, accessible to the students through theomktvas proposed in [5]. In this
case, the student connects to the server, statsittual machines needed to the
experiment and interacts with them locally (in #egver) or using real hosts on the
local network. Although this approach is more flégj it demands a central server
for the virtual machines execution, which can beyveemanding in processing,
memory, and disk space.

An important aspect to discuss here is the adeqoédpe distinct types of
virtual machine monitors to the teaching environtneeeds. A Type | monitor
executes directly on top of the hardware (or is esded in the host operating
system). In this case, creating a new virtual maelé a privileged operation, only
accessible to the system administrator, makingmipracticable to create virtual
machines on demand. Furthermore, the access téel@b+esources (like drivers)
and network configuration are also privileged, ting the configuration
possibilities. Examples of using type | monitorsaageaching tool are presented on
[16, 22]. On the other hand, a type Il monitor éers by the host system as an user
process. Thus, the creation of virtual machinestas user demand is restricted
only by the availability of resources like memondadisk space on the host system.
Moreover, each student has full control on the Wwaré and software configuration
of each virtual machine, the deployment of more plex experiments. The papers
[1, 5, 13, 19] use type Il monitors, exploring the-demand creation of virtual
machines.
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4 The User-Mode Linux monitor

The experiments described in this work were accahetl using UML User-Mode
Linux [6], a type Il virtual machine monitor that allovts execute Linux guest
systems on top of a Linux host. This monitor waesem due to its main features,
which are:

» itis an open source software, which can be adagtedcustomized to user-
specific needs; being free, it allows any studeneproduce the experiment
environment at home;

» the monitor is embedded in the guest operatingeaysternel code; monitor
and kernel are seen by the host system as a sirgtaitable file;

» the guest kernel execute unmodified native Linupliaptions, allowing the
user to install software packages already availablirrent Linux systems
like RedHat, Debian, etc.;

» the number of disks and network interfaces of timeial machine can be
defined at the command prompt, when the virtualhireis launched;

e it allows to use predefined disk images, sharedutdjn a copy-on-write
policy (COW), which results in efficient host dispace usage;

» several network interconnection mechanisms arelablaj from virtual
isolated hubs to virtual switches connected to st hderface, allowing the
virtual machines to interact with other real hosts.

5 Theteaching environment

In our institution, computer network teaching laddory activities are carried out
mainly on a specific Network Laboratory. This lagkmry is composed by 25
computers, distributed on five rows and intercobtegdy two local networks. There
are also hubs, switches, routers, wireless adapteasch panels and other
connectivity equipments available to students. dditgon, they have full access to
the machines’ configuration. The motivation for ngsivirtual machines in this
environment emerged from these observations:

» the students should come to the university to nt&e extra-class work; as
the laboratory usage is intensive, they have sdffieulty in having the lab
free enough time for their experiments;

» the frequent changes in the machines’ configuratimeded by each
experiment are a source of headaches and difiesilthainly for beginner
students;

« very frequently, an ongoing experiment was delétedomeone else.

Based on such evidences, we started to devisautiosolising virtual machines,
which allowed to solve the problems found and @ffieother benefits, such as the
possibility to carry out experiments remotely, ewghen graphical clients were
needed (browsers and e-mail clients). A major conaeas the privacy of the
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experiments: we would prevent one student to olesénterfere, or even delete other
student’s work. The solution found consisted iredffg a type Il virtual machine

system on a medium-size server, which can be réynateessed by the students
using text terminals (SSH) or graphical terminx&X or VNC). Each student has an
account on the server and can launch on-demandaklimachines, configured to
meet the experiment requirements. Figure 2 deflietsaarchitecture of the deployed
teaching environment.

Network n

Network 1

I

X

Network O

real machine kernel

i Dr
T external network

network laboratory - real machines

TR

Fig. 2. The teaching environment

This environment allows students to create on-thelhaser-configured virtual
machines, offering also the following benefits:

» as the server is integrated to the laboratory nétwibe virtual machines
can interact with the laboratory computers, allapa get a more real and
convincing environment, if needed,;

» the server offers remote access to user accourtsigi text terminals
(SSH) and graphic terminals (X11 and VNC); the bieal interface is
important when making experiments using populawaek services like
WWW and E-mail;

» the virtual disk images and other configurations stored in the student
disk area on the server, allowing her to deploygldaoration or incremental
experiments;

» predefined images containing specific configurati@nd/or software are
available in a public directory;
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e graphical applications like protocol analyzers ameb clients can be run
inside each virtual machine (their windows will $=nt to the user graphical
desktop session).

The current server configuration consists on a Ul Dell PowerEdge 1500
server (1.1 GHz), 2 GBytes RAM and a 100 GBytes IS{zsk. The host system runs
Fedora Core 3 Linux and the guest machines run Be@HLinux. This server
normally support up to 40 active users; during aage peak, up to 55 virtual
machines simultaneously active were observed (roong statistics can be found on
http://espec.ppgia.pucpr.or

6 Sample Practical Experiments

The use of virtual machines provides a great fiéigbfor activities related to
computer networks teaching. It allows to easily lenpent experiments that would
be much harder to do without an exclusive lab, gdiom simple host configuration
tasks to more complex ones, like network servicesallation, configuration and
operation. Students can be challenged with scenasiod problems typically
observed in computer networking. Such scenariobeatteployed individually or by
groups of students, allowing them to interact,atwdirate, and better understand. This
section presents two examples of experiments #aiesent practical situations in
network security.

6.1 Firewall Architecture- DMZ Scenario

The DMZ (De-Militarized Zone) network is an usuabligion for firewall
architecture. It is based on the isolation of aerimal network from an intermediate
network to which the hosts externally accessible apnnected. During the
implementation of this experiment, students shadippse a solution for a typical
scenario where the use of a DMZ network is requifedinstance:

A business company provides a web-based applicatiats customers. This
application runs in one of its web servers. In d&iddi, the company has an
internal network from which external web accessaliewed. Finally, the

company maintains a DNS server to keep its hamécser

From the above scenario, students perform the mkttepology planning, which
is followed by procedures related to IP addresaimg) routing schemes. Finally, they
start to implement their proposed solutions usihg infrastructure provided by
virtual machines. Figure 3 shows a typical netwtrkology to implement this
scenario.
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Fig. 3. Typical DMZ network topology using virtual machines

Figure 3 shows the use of six virtual machines (Yk VM 6). From the point of
view of the learning process, two aspects justifg tmportance of using virtual
machines in this context. First, this scenario ddag implemented by one student or
by a group, giving conditions to all of them to mise the practical procedures. This
is a key point for enhancing the practical skilatths being taught, which is
sometimes limited by the resources available. Sticthre implementation of this
complex scenario would be unpractical without tee aof virtual machines, because
it would impose a large number of hosts and netvaakices available to students.
Also, these equipments should have a suitable gordiion for this particular
practice, sometimes a difficult task in shared anequently busy teaching
laboratories.

In this scenario, the following network servicesdld be installed:

 WEB Server, on VM 2: students usually adopt thenegpaurce http server
maintained by the Apache Http Server Project (hétpache.org).

* DNS Server, on VM 3: the Bind DNS server is usedn\wbind.org);

» Packet Filtering on VM 1 and VM 4, using the IPTebpackage, from the
NetFilter Project (www.netffilter.org).

After installing and configuring the services, stats should define and apply the
packet filtering rules on virtual machines VM 1 avtil 4. Below, some rules are
presented in order to illustrate this scenario:

* Rule1l-VM 1: Accept all traffic destined to VMdh port 80/TCP entering
on interface ethO;

* Rule 2-VM 1: Accept all traffic destined to VMdh port 53/UDP entering
on interface ethO;
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* Rule 3-VM 4: Accept all traffic on interface etd2stined to external hosts
or to VM 2 on port 80/TCP coming from hosts whié¢h dddresses belong
to the internal network IP addressing range;

* Rule 4 - VM 4: Accept all traffic on interface eth2stined to VM 3 on port
53/UDP.

Some other interesting experiments can be performedhis scenario. For
instance, real machines located at the real netfartratory can be configured to
access the virtual machine network. Doing so, sttedean simulate accesses to DNS
and Web servers from external customers, allowhs ihvestigation of possible
attacks and vulnerabilities due to their configiarag. In addition, browsers can be
launched on VM 5 and VM 6, in order to access theb\Werver on VM 2 or even
external Web servers.

6.2 | PSec Virtual Private Network Scenario

A Virtual Private Network (VPN) consists on using pablic communication
infrastructure, like the Internet, to connect setutwo private networks. It provides
a cost-effective solution for private network irt@nnection. The private network
interconnection is created using techniques basegatket tunneling, encryption
and authentication procedures.

The IPSec (IP Security) framework [11] is one & thost common solutions for
VPN implementation. It is available on the majoritfy modern operating systems
distributions. IPSec security policies are defiteded on rules providing a list of
conditions and the corresponding list of actiondbéoperformed. These actions are
typically specified in terms of parameters thatl wé used by the communication of
peering entities during the VPN session. For examplo sample rules are
presented below, in order to illustrate policy difon:

* Rule 1: If traffic packets use the TCP protocol anel destined to the WEB
Server on port 80, then data encryption is requictterwise reject the
VPN connection;

* Rule 2: If traffic packets are coming from the 10.0/8 network then the
packet authentication is required, otherwise rejeetvVPN connection.
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The IPsec framework provides two protocols for dggng a VPN session. First,
the AH (Authentication Header) protocol [9] defines mechanism for packet
authentication, while the second, the ESP (Encafiagl Security Payload) protocol
[10], allows data encryption aiming to provide infation confidentiality. A typical
scenario adopted in practical experiments is pteseim Fig. 4. This scenario is a
net-to-net VPN, where students should create asatiannel through to Internet for
network interconnection of a hypothetical companfioh has two computer
networks located remotely one from another, resgelgt Local Area Network 1
(LAN 1) and Local Area Network 2 (LAN 2).

: .
hi Internet —r’f
[ }

gl et

VM 3 VI 4

ethid eth2

1 1

| - | -
2thd &thd ath2 ath2

[ b= [ =
VIV 2 vis| |vme

Local Area Network 1 Local Area Netwark 2

Fig. 4. Example of IPSec VPN using Virtual Machines

In Fig. 4, six virtual machines are been showre T¥iM 1, VM 2} and {VM 5,
VM 6} pairs act as internal hosts from both locaedanetworks. VM 3 and VM 4 are
VPN gateways. Students should install IPSec packagethese gateways (e.g., the
Kame IPSec Tools package available in http://igsets.sourceforge.net) and
configure required policy rules for establishing thecure interconnection between
networks using both ethinterfaces. Following, usual policy rules for tlisenario
are been shown:

e Policy Rule 1 - VM 3: All traffic from LAN 1 destied to LAN 2 must go
through the VPN connection established betweenimpgérPN gateways
VM 3 and VM 4. This VPN session must use the ESRogol;

* Policy Rule 2 - VM 4: All traffic from LAN 2 destied to LAN 1 must go
through the VPN connection established betweenimpgérPN gateways
VM 4 and VM 3. This VPN session must use the ESRggol.

After this configuration, students evaluate thdceghcy of this experiment by
analyzing the captured traffic between the networksere it is possible to examine
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tunneling and encryption techniques and the impogeof virtual private networks
for secure communication.

7 Related Work

Several works present some experiences in thefugeual machines for disciplines
related to operating systems, computer networks disttibuted systems learning.
The work [5] presents some possibilities of the a¢he UML environment for
Unix servers administration teaching, showing soemeamples for DNS service
configuration on IPv4 and IPv6 environments, LDA@&rvice configuration and
routing configuration. A set of three servers hastglents’ virtual machines, which
can be created on demand. Real servers’ accesade anly through SSH (Secure
Shell), which can limit the use of graphical cliefty novice students. The paper
[13] implements an environment, naméelnet for computer network teaching. This
environment is formed by a set of virtual machinei; g VMware and running on
each student host. The communication between thigigal machines is done
through virtual networks, without the possibilitf @mmunication between virtual
and real machines. A graphical tool to supportugirtmachines creation based on
pre-configured schemes was provided: routerssélwers, web servers, etc.

A different experience was presented in [16], whemelBM S/390 computer is
used to run hundreds of Linux virtual servers, @oreeach student. These servers
can be accessed from the Internet and are useatkef@opment of academic works
related to operating systems and Web programmisgplines. A similar solution
was presented in [22]. The paper [1] shows a coatiarstudy about the UML and
VMWare environments. The configuration presentedreghdiffers from the one
shown in our work because it is based on localallations on each network
machine located at the laboratory, which has ekausccess and cannot be
accessed externally.

In [19], researchers propose a mixed approach,ewigual machines run locally
on laboratory hosts using remote access technalo@a., VNC and Windows
Remote Desktop) for 1) allowing teachers interadthwstudents desktop for
supporting practical experiments and 2) allowingdents to view teachers desktop
to get information about required configurations.

The main feature of monitors is the isolation otual machines from the real
machine. This feature allows the configuration afcte virtual machine as an
autonomous host. However, another strategy, namsedahkzation, allows the
creation of isolated and autonomous contexts utiteesame operating system. For
example, the Solaris Zones [21], the FreeBSD J&dbkand the Linux Virtual Server
[24] adopt this strategy. The work presented ind&plores the Jails functionality
under the FreeBSD environment, creating an isolegptica of the user space in the
operating system, each one having its own IP add®sch approach has a better
performance than virtual machines but restrictsstiidents to user-space operations:
they cannot configure or modify the network stacktle system drivers, because
such structures belong to the real machine kemelraquire root privileges to be
managed. This restriction prevents experimentsamkage filtering and routing, for
instance.
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8 Conclusion

This paper presented some experiences in usingalimachines to teach advanced
aspects of computer networks. It showed some irapbrtoncepts of virtual
machines and some scenarios for practical expetiméke the setting of Virtual
Private Networks and firewall architectures. Resgtiowed several benefits of this
use during the practical experiments developmemarkably, students’ motivation
and engagement, as well as a better utilizatiothefallocated time for classes. In
addition, the attenuation of existing restrictiom@as accomplished due to the
flexibility given by the use of virtual machineshi¥ can be seen in the definition of
several possible scenarios, like network serviced applications installation,
configuration and operation. This rich set of pbiisies allows a unique
environment for computer network teaching, in whithdents can maximize their
learning experience.

References

1. Adams, J. and Laverell, WConfiguring a multi-course lab for system-leveljpais
ACM Technical Symposium on Computer Science Edana2005.

2. Armitage, G.Maximising student exposure to networking usingeB®D virtual
hosts ACM SIGCOMM Computer Communications Review, 33@&)03.

3. Barham, P., Dragovic, B., Fraser, K., Hand, S.ridail., Ho, A., Neugebauer, R.,
Pratt, 1., and Warfield, X. AXen and the art of virtualizatiorProceedings of the
ACM Symposium on Operating Systems Principles — B@2803.

4. Chen, P. and Nobel, BVhen virtual is better than reaProceedings ACM Annual
Conference on Innovation and Technology in Comp8téence, 2001.

5. Davoli, R. Teaching operating system administration with Uskrde Linux
Proceedings ACM Annual Conference on Innovation &achnology in Computer
Science, 2004.

6. Dike, J.A user-mode port of the Linux kernBroceedings of the 4th Annual Linux
Showcase and Conference, 2000.

7. Donaldson, J.Teaching operating systems in a virtual machineirenment
Proceedings 18th SIGCSE Technical Symposium on Qteniscience Education,
1987.

8. Kelem, N. and Feiertag, RA separation model for virtual machine monitors
Proceedings of the IEEE Computer Society SymposinrResearch in Security and
Privacy, 1991.

9. Kent, S. and Atkinson, RP authentication headeiRequest for Comments - RFC
2402, 1998.

10. Kent, S. and Atkinson, RP encapsulating security payload (ESHRequest for
Comments - RFC 2406, 1998.

11. Kent, S. and Atkinson, RSecurity architecture for the internet protocBlequest for
Comments - RFC 2401, 1998.

12. King, S. and Chen, FOperating system extensions to support host bastdlv
machinesTechnical Report CSE-TR-465-02, 2002.

13. Kneale, B., Horta, A., and Box, Nelnet - virtual environment for learning

networking Proceedings 6th Australasian Computing Educaiionference, 2004.



Some Experiences on Using Virtual Machines for ieag Computer Networl 13

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.
24,

McKusick, M. and Neville-Neil, GThe design and implementation of the FreeBSD
operating system Addison-Wesley professional. Addison-Wesley Pssienal,
2004.

Nabhen, R. and Pedroso, Projeto, implementacéo e operacdo de um laboratério
para o ensino de redes convergentedlll Workshop sobre Educacdo em
Computacéo - WEI - Sociedade Brasileira de Comjiata2005.

Norton, R.Using virtual Linux serverdEEE Computer, 2002.

Popek, G. and Goldberg, Rormal requirements for virtualizable third genamat
architectures Communications of the ACM, 17(7), 1974.

Rosenblum, M. and Garfinkel, Virtual machine monitors: Current technology and
future trends|EEE Computer, 2005.

Stockman, MCreating remotely accessible virtual networks csirgle PC to teach
computer networking and operating systetA€M Conference On Information
Technology Education, 2003.

Sugerman, J., Ganesh, V., and Beng-Hong/ittualizing 1/0 devices on VMware
workstations hosted virtual machine monit®roceedings of the USENIX Annual
Technical Conference, 2001.

Tucker, A. and Comay, DSolaris zones: operating system support for server
consolidation 3rd USENIX Virtual Machine Research Technologympgsium,
2004.

Villanueva, B. and Cook, BProviding students 24/7 virtual access and hands-on
training using VMware GSX servelACM SIG on University and College
Computing Services Conference, 2005.

VMware. VMware technical white pape¥Mware Inc, 1999.

VServer ProjectLinux VServer Projectttp://www.linux-vserver.org, 2004.



