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Abstract The adoption of the Internet Protocol in mobile amileless technologies has considerably
increased the number of hosts that can potentadtess the global Internet. IPv6 is considered
the long term solution for the IPv4 address shoetggoblem, but the transition from IPv4 to
IPv6 is supposed to be very gradual. Thereforeretivéll be a long time during which both
protocol versions will coexist. To facilitate tratien, the IETF has set up a work group called
NGTRANS (Next Generation TRANSition) which specifiechanisms for supporting interop-
erability between IPv4 and IPv6. This paper dessia new approach for implementing mobile
networks with global Internet connectivity usingrisition mechanisms. It consists in virtually
assigning IPv6 addresses to IPv4 hosts without fyiodi end-user devices by introducing a
transparent gateway in the mobile network. The teobosts with virtual IPv6 addresses are
uniquely addressed through the global IPv4 Intelmetising IPv6 addresses from the standard
6to4 addressing scheme or Fully Qualified Domaimmga (FQDN). This “extended” transition
mechanism permits to deploy mobile networks withajl Internet connectivity without requir-
ing public IPv4 addresses, using legacy IPv4 usariaks. The mobile hosts with virtual IPv6
addresses can communicate to other hosts withaliffevé addresses or with “true” IPv6
networks.

Keywords. Mobile IP, IPv6, Transition Mechanisms, IP addreksrtage problem

1 Introduction start a session with a host with a public addresisig an
address translation mechanism such as Network Addre

In this paper, we address the issue of implementing-l—rz’mslatIon (NAT), but not the contrary [6]

Mobile IP [1] based networks using private IPv4 ad- |Pv6 solves this problem by offering a virtually
dresses. We found Mobile IP implementations inut&tl  unlimited address space. However, there is expeotbd
networks technologies such as GPRS (General Packetlong transition period during which it will be aessary
Radio Service). Mobile IP can also be employedrtw p for IPv4 and IPv6 to coexist and communicate. Fis t
vide seamless roaming between wireless local-ae¢a n reason, IETF has recently published a significatas
works (WLANS), or even across different types dfan mechanisms that IPv6 hosts and routers may implemen
structures (i.e., WLAN and cellular networks) [Blow- in order to be compatible with IPv4 hosts and rmute
ever, in order to provide connectivity to the glblyder- These mechanisms are known as "Transition Mecha-
net, one must consider the shortage of IP versigRv4) nisms" [7]. An overview of the IETF published meeha
addresses. The use of private IPv4 addresses [4] wanisms is presented in this paper. Then, a new méstha
considered a temporary solution to the IPv4 addresshat combines some important features of the exjsti
shortage problem until a new addressing scheme, IPv ones is proposed. Our proposal allows to "virtifadly-
would be adopted [5]. Private addresses are nadidon sign IPv6 addresses to IPv4 hosts without any harelw
ered a final solution because they are not unigaely or software modification on end-user devices. The
dressable. That is, a host with a private IPv4 esilcan  mechanism is based on the introduction of a traespa
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gateway at the border of private Mobile IP networks its home cell. When it happens, this cellular dewian
This mechanism is called in this paper “Transparentpotentially be attached to a different physicalwak
IPv6” (TIP6, for short). The main idea is to prozithe  (several cellular cells may represent the same igdlys
benefits of IPv6 addressing while minimizing the network). If a mobile host (e.g. a cellular deviasn-
changes in the existing IPv4 infrastructure. Int,falis nects to another physical network, it must changdhR
mechanism could be immediately implemented in Mobil address. Changing the IP address during a communica
IP based networks. Even though the TIP6 uses similation session will require restarting any applicatlzeing
techniques employed by the transition mechanisins, iexecuted in the mobile host.

aims a different goal. The main idea is not juspéomit
an IPv4 host to communicate to an IPv6 host, bytete
mit IPv4 hosts with private addresses to be uniguel
addressable thought the Internet. For these hihetsjse
of IPv6 protocol is completely transparent, leadiaghe

name "Transparent IPv6". TIP6 mechanism extends sta

dard NAT implementations by permitting a private/4P
host in a TIP6 network to receive connections fiGw#
hosts from other TIP6 networks, or from “true” IPv6

hosts using the 6to4 addressing scheme. Then TdR6 c

also be considered a transition mechanism, because
also will permit the coexistence of emerging IPw6- i
plementations with legacy IPv4 networks.

This paper is structured as follows. Section 2awgi
several concepts related to implementing Mobilené&®
works using private IPv4 addresses. Section 3 ptese
review of the current IETF published transition mec
nism. Section 4 evaluates the applicability of éxesting
transition mechanisms with different Mobile IP sagas
and defines the scenario for the mechanism defined
this paper. Section 5 presents the concepts refjtire

introduce the TIP6 mechanism. Section 6 preserds th
TIP6 mechanism. Finally, section 7 presents the em-

ployment of Transparent IPv6 in Mobile IP networks.

2 Mobile P with Private Addr esses

This section reviews the Mobile IPv4 standard, dis-

cusses the limitations imposed by the use of prilav4

addresses and defines the terminology used in dhe r

maining of this paper. All the examples given iristh
paper assume a cellular network. However, the sdeze

Mobile IP solves this problem by using a tunneling
technique. In this approach, each mobile host WwaslP
addresses. One address is related to its “homeonétw
(where the mobile host is registered), and does not
change when the host changes its position. Thengeco
address is related to a “foreign network”, and ¢jesn
each time the host attaches to a different physies
work (refer to Figure 1). This second address ieda
COA (Care-Of Address). The router attached to tloe m
bile host at the foreign network is called “foreiggent”
(FA). The router at the home network is called “leom
agent” (HA). The home agent is a special routesspoe-
sible for authenticating the mobile host, and kegpan
internal table mapping the COA to the home IP askire
of every mobile host it serves.

FA: Foreign Agent
HA: Home Agent
NAT: NAT/Firewall

Foreign Network

Private
IPv4
domain

_____

RF link
L.

The mobile
device changes
its position.

Private Carrier
Network

Private
IPv4
domain

Figure 1. Simplified representation of a mobile IP network

Mobile IP specifies that is up to the mobile hds t
responsibility of informing the home agent thathis

can be easily adapted to any type of mobile networkchanged its COA. For doing this the mobile hostdsan

based on Mobile IP.

2.1 TheMobilelP standard

“binding update” message to the home agent eadhitim
changes its COA. The message is delivered to theeho
agent by the foreign agent. The binding update aggEss
contains a digital signature allowing the home &gen
validate the binding request. For validating thegitel

The Mobile IP standard [1] treats the problem thatsignature, the home agent must share a secret key w
may arise when a host changes its IP address daring each mobile host it serves. The secret keys aradeckl
communication. A mobile host changes its IP addresgnformation are stored in an AAA (AuthenticationuA
because the IP protocol assumes that each IP retwothorization and Accounting) server. From a non-rteobi
identifier is related to a specific physical netwoFor  host viewpoint, a mobile host is identified by fitsme 1P

example, when a cellular device changes its posiiito
can potentially connect to another cellular cell §acov-
erage area defined by an access point) that igrcthan

address. Packets from the Internet are deliverethdo
mobile host through a tunnel that follows the hosldle
it changes its position and attaches to differetivorks.
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Depending on the preferred implementation, thishéln NAT is typically implemented on routers. A NAT de-
can be created between the home agent and thgriorei vice is usually seen as the default gateway forhibets
agent, or between the home agent and the mobile hoswith private IP addresses (i.e. NAT is applicaticems-
The tunnel is created by encapsulating the incomingparent). NAT is almost independent of the applarati
packets from the Internet, addressing the mobikt by  protocol transported by the IP packets. Just té&pols
its home address, with an IP header that addregkses that transport the source address in the data @iElthe
mobile host by its Care-Of Address (COA). If thartel packet present some problems for NAT operation [6].
is created only up to the foreign agent, thenhalmobile  Basically, NAT can be implemented by two different
hosts served by the same foreign agent can share ttmechanisms: with or without port (TCP/UDP) transla-
same COA. If the tunnel is created up to the matdst, tion. When port translation is not implemented, tioen-
than every mobile host must have their own COAasde ber of concurrent sessions is limited to the numifer
refer to [1] for more details about the Mobile taredard  public IP addresses available. With port transhgtim
terminology and operation. this case NAT is also named PAT (Port Address Taans

tion) or NAPT (Network Address and Port Translajjon

a single public IP address can be used to supbou-t
2.2 Using private addr esses sands of concurrent private IP sessions. Theoligtica

one public IP address can be used to map about 63K

Private IP addresses are defined by RFC 1918 [4]private IP addresses (the number of TCP/UDP ports

The private IP addresses can be freely used igsjle-  excluding well known ports), considering one cortioec
vate network, but they are not routable throughlier- per IP. In general, a NAT router uses a small pbll

net. The IP addresses reserved for private use argublic addresses that allows to map hundreds ai-tho
10.0.0.0/8, 172.16.0.0/16 and 192.168.0.0/16. Ho#ts sands private |P addresses [9]

private IP addresses can exchange information etitar . ) . o
hosts connected to the Internet “only” by usingal® A Proxy is typically implemented as an application
dress translators such as Proxy or NAT (Network Ad-S€rver. Therefore, a Proxy is not client-transpiarba-
dress Translation) [6]. Many IP-enabled cellulat-ne cause the traffic transmitted by the host mustiptiatly
works operate nowadays using private IPv4 addresse&edirected to the Proxy. This inconvenient can o
Figure 1 describes a typical scenario where theiltop ~ What minimized by adopting the “Transparent Gateway
network is implemented using private addressess ThiAPProach”. In this case, the default gateway isfigen
paper assumes the mobile IP clouds as being norired to redirect part of the network traffic to tReoxy,
overlapped IPv4 domains connected by a privatdezarr €liminating the need of client reconfiguration. Hes,
network, i.e., the mobile hosts are uniquely adibke however, have another important limitation. They ar
within the same carrier network. In this case. bibta  VETY resource consuming because they broke thetclie
Home Address and the Care-Of Address are privat [P S€rver model, i.e., they can lead to expensivevianel in
addresses. In a more complex scenario, the mdbilels ~ the case of carrier operators.

would be private domains connected by a public ostw When using private IP addresses with NAT or Proxy
This scenario imposes additional problems to théiMo  one must consider that all mobile hosts will appear
IP standard and is treated by [27]. other Internet hosts as being the “same compubs?,

In the scenario illustrated by Figure 1, deploythg ~ Cause t.hey will use the same II,3 address. Therdiosts
mobile IP clouds with private addresses does nppga ~ With private IP addresses can't be used as serbers,
any limitation for communications within the samarc ~cause there’s no way to initiate a connection wgm.
rier. A problem arises only when the mobile hosiees ~ ThiS limitation can be somewhat minimized by imple-
to communicate through the Internet. In this caseea ~ MeNting a NAT variant known as bi-directional orotw
diator such as NAT or Proxy is required to maprtie ~ Way NAT [9]. Bi-directional NAT is used in conjunon
bile host private Home Address to a public addrgse. ~ With @ DNS extension, implemented as a DNS Applica-
operation principle for both, NAT and Proxy, is ash  ton Level Gateway (DNS_ALG) [10]. In this mecha-
the same: they replace the private IP addressdbein Nism, fully qualified domain names (FQDN) identify
packets delivered to the Internet by their own jouti? hosts with private IPv4 gddresges. When an extéiost|
addresses. Operating this way, they permit to hge t 9Uery for a host name in a private network, DNS_ALG
same public IP address for several devices (inrgkne (ri9gers a NAT session on a bi-directional NAT, pizg
thousands of private IP addresses per public IR). A2 public IPv4 address to the private host. Thisadyic

important limitation, however, is that a host wihpri- ~ Mmapped IPv4 public address is then returned texier-
vate IP address can act only as a client, becasiseli nal host. It should be noted, however, that bialiomal
dress is not visible by hosts outside the privatsvork. NAT requires a pool of public IPv4 addresses. Hoisi-

tion is not intended to provide bi-directional agBing
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to a large number of IPv4 hosts, but instead, @ist p As the work described in this paper is stronglyelas
selected number of host that are required to bereaiy ~ on the existing transition mechanisms, a summarhef
addressed. most important mechanisms will be presented in this

. . . . section. In order to facilitate the presentationtioése
Private IPv4 addresses can be used without restrict . e

for deploying WAP services because the WAP gatewayn;ech?ms_ms, they havehbeen_cla;ssme_d n _4 glgrotlps.

can act as a Proxy for the mobile subscribers (8jn- Classification exposed here is for didactical psgmo

mercial WAP Gateways include support to the “WAP only; it is not employed by IETF.' The four groupe.a
N . . . . . Dual-Stack Host Based Mechanisms, Translation Based
Push” service, enabling to start a session withohila

; . Mechanisms, Transport Layer Based Mechanisms and
subscriber by using a phone number, an user narmae or . - :
. . . o Tunneling Based Transition Mechanisms. Next we pre-
similar parameter as an uniquely identifier. Howeve sent a summary of each aroun of mechanisms angle ta
WAP is not the only packet-data service that camde Y group

ployed over a cellular network. Tethered (i.e. ¢béular comparing their main features.
is a modem for a portable computer) and non-WAP em-

bedded applications need another mediator to athess .
Internet such as NAT or Proxy. The same reasonings-1 Dual-Stack Host Based M echanisms

applies to a mobile device connected to a WLAN. The dual stack approach is a straight-forward veay t
Finally, one should conclude that private IP adsiees @assure the coexistence of IPv4 and IPv6 hosts. & du
and NAT/Proxy can't be considered as a long terla-so  stack host has both an IPv4 stack and an IPv6 stack

tions for deploying Mobile IP networks. New gen@mat  Plemented in a multi-protocol network operatingtegs

of applications, such as IP telephony and pushiappl BY selecting the proper socket interface, the appbn
tions, assume unique addressing and client “alveays ~ chooses the IPv6 or the IPv4 stack for network camm

reachability. nication, i.e., a dual stack approach requiresexidPv4
applications to be rewritten using the IPv6 API][28

For avoiding this problem, two solutions have been
proposed. The first one is hamed "Bump-In-The Stack
) ) ) ) or BIS for short [19]. The BIS mechanism has thregn

As stated in previous section, IPv4 private ad#®ss components, all of them integrated in the netwqurat-
allow deploying Mobile IP networks of virtually uml-  jhg system: an “extension name resolver’, an “asire
ited S|zed.. Howgver, hosts with private address@sact mapper” and a “translator module” based on SIIBSt
only as clients, |'.e_.,_t_hey can't receive a mesda@® a  |gss |P/ICMP Translation Algorithm) — [20]. The BIS
host they haven't initiated a connection before.olier- - mechanism is triggered when an IPv4 applicatiorrigge
come this limitation, this section will evaluateetnse of 5 pNS server that responds with an "AAAA recora'. |
Internet Protocol Version 6 (IPv6) addresses [5dslan  this case, BIS maps a fake IPv4 address (from a fak
alternative to the private IPv4 addresses mechan®b  |py4 address pool) to the IPv6 address and rettittos
is considered a real alternative for solving thediBhort- ¢ application. When the application sends thekgtac
age-addressing problem because it can support@Wyr  yjth the fake destination address, the BIS mechasis
unlimited number of devices, by introducing a 16eby triggers the translation module, replacing the |Redder
address space. However, IPv4 and IPv6 are not ddmpa py the |Pv6 header with the mapped address. A aimil
ble. That means that adopting IPv6 will requirer@&s  procedure is triggered when an IPv4 applicatiomires

in the existing infrastructure, including end useand 5 packet from an IPv6 host. When the DNS server re-
network devices. To allow an immediate use of IBver  gnonds with an "A record", no translation is applie

an existing IPv4 infrastructure, transition techugg
should be employed [7].

3 Transition M echanisms

Several transition mechanisms have already been
published by IETF, and they are still under deveiept.
An overview of these transition mechanisms is prisk
in an IETF Internet Draft reviewed periodically [12
There still no transition mechanism that could bediin
any situation. Each transition mechanism intendsotee
specific transition issues. In many situations, entiran
one transition mechanism should be used in order to
allow proper communication between IPv4 and IPv6
hosts and routers [13].
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Mechanism | Allows commu- Comments tional NAT. But instead of mapping private to puabli
nication be- addresses, they map IPv4 to IPv6 addresses. NAT-PT
tween ... (Network Address Translation - Protocol Translafien
Dual A dual stack IPv4 applications the most important example of translation-basedhaec
Stack host and IPv4- need to be rewrit- nism [26]. It enables communication between IPvBron
only or IPv6- ten to have access
only hosts. to the IPv6 stack. hosts and IPv4-only hosts through the Internet. NAT
,F,iei“"gj public combines address mapping, protocol translationT{SlII
v addresses. and a DNS_ALG in order to support a bi-directional
BIS A dual stack Requires special communication between IPv4 and IPv6 hosts (seer&igu
g?gt rugrllglg4 sct)itr\]Narr]e rg?hm?g 2). The DNS_ALG is an application specific agerdtth
an Va- al € NoS al . : . . . . .
only or IPV6- converts [PvA Works in conjunction with the NA_T-PT (which is appl
only hosts. headers to IPv6 cation unaware). The DNS_ALG is capable of intetcep
headers. ing and triggering events based on DNS messagés tha
BIA A dual stack Requires special transverses the NAT-PT gateway.
host running software running DNS
BIA and IPv4- at the host that o IPvshost vahost  server
only or IPv6- converts IPv4 APIs
only hosts. to IPv6 APIs
DNS_ALG
DSTM IPv6 domains Requires special
with dual software running
stack hosts at the host and a P A
running DSTM pool of public v —
and IPv4 only IPv4 address. (Ipv6 Network) ) nierme
hosts through m (IPv4 Network)
the IPv4 /T NAT-PT
Internet. // Gateway
Table 1:  Dual-Stack Host Based Mechanisms. / pDO; of
- 4 public Ipv4
Route advertisement for addresses
PREFIX::/96

Recently, a similar approach called "Bump-in-the- (epesentng ipva hosts)

API" (BIA) [21] has also been published by IETF.eTh
goal of this mechanism is the same of the BIS, thist
mechanism provides a translation method betweed IPv
and IPv6 APIs. Thus, the goal is simply achievethait by |Pv6 addresses formed by adding a pre-configured
IP header translation. prefix to their addresses (i.e., <PREFIX::/96><IP\u4n

A third approach named DSTM (Dual Stack Transi- °"der t0 make IPV6 hosts to properly address IRustsh
tion Mechanism) also uses a dual stack host [2Bis T Eh‘f DNS_ALG intercepts incoming D“NS ref,ponses of
mechanism however focuses a different issue. lsaon ~ records and replaces them by "AAAA™ records,
allow dual stack hosts, connected to IPv6-only neks, ~ 2utomatically adding the prefix. Also, the pre-dguafed
to communicate to IPv4-only hosts in the Interfear  Prefix is advertised in the IPv6 domain by the NRT-
allowing this, an IPv4 over IPv6 (4over4) tunneltegh- gateway (se_e Figure 2?' Therefqre, only the packets
nique that encapsulates IPv4 packets in the paytdad the pre-configured prefix are redirected to it.

IPv6 packets is employed. The packets are sent to a A packet delivered from an IPv6 host to an IPv4thos
DSTM gateway, located at the border of the IPV6 net follows this typical sequence: the IPv6 hosts seads
work, that decapsulates the IPv4 packets and delivepacket with the PREFIX::/96 added to the IPv4 aglslre
them through the Internet. In the DSTM approac4IP The NAT-PT gateway has a pool of IPv4 public ad-
addresses are not permanently allocated to thestiiek  dresses. It maps the IPv6 address of the hostasour
hosts. Instead, when a communication to an IPv# onl address) to an IPv4 address from the pool, implésnen
host needs to be established, a DSTM server adls@t the |Pv6-to-IPv4 protocol translation (using SIBnd
temporary IPv4 address to the dual stack host. delivers the packet to the IPv4 host. When the NRAIT-
pateway receives the packet returned by an IPv4 hos
through a session already established, it perfdims
reverse operation, i.e., converts the IPv4 heauter an
IPv6 header by retrieving the mapped address.aldi-tr

. . tional NAT-PT only IPv6 hosts can initiate sessions
3.2 Translation-Based Mechanisms With bi-directional NAT-PT, sessions can be ingicht

Translation-based mechanisms are similar to convenfrom both IPv4 hosts and IPv6 hosts. Bi-directional

Figure 2. NAT-PT operation scenario.

In the NAT-PT approach, IPv4 hosts are represented

Table 1 presents a summary of the Dual-Stack Hos
Mechanisms.
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NAT-PT is implemented as a bi-directional NAT by
using DNS_ALG, as explained in section 2.2.

In order to avoid the requirement of a pool of paibl

IPv4 addresses, a NAPT-PT (Network Address and Port

Translation - Protocol Translation) approach caretre
ployed. Similarly to NAPT, NAPT-PT allows sharing a

proxy internally maintains two sockets, and thig/rbe a
performance issue when the network is under huafe tr
fic.

A second mechanism called Transport Relay Transla-
tor (TRT) operates in a similar way than SOCKS64].[2
The straight-forward use of the TRT mechanism is to

single IPv4 public address among 63K simultaneousnable clients IPv6-only hosts to connect to serifey4-

connections. NAPT-PT is always unidirectional (IRe6
IPv4 hosts).

Table 2 presents a summary of the Translation Base
Mechanisms.

Mechanism Allows commu- Comments
nication be-
tween ...

NAT-PT IPv6 only Requires a pool of
hosts in Ipv6 public IPv4 ad-
domains and dresses. With
IPv4 only DNS_ALGS, it be-
hosts through comes bi-
the Internet. directional.

NAPT-PT IPv6 only Similar to NAT-PT,
hosts in IPv6 but employs NAPT
domains and instead of NAT.
IPv4 only Requires only one
hosts through IPv4 public ad-
the Internet. dress, but is uni-

directional.
Table 2:  Translation Based Mechanisms

3.3 Transport Layer Based M echanisms

Similarly as a conventional proxy can map private t
public IPv4 addresses operating above the netvayrr)

transition mechanisms can also operate above the ne

work layer. The most evident example of translatidn
the transport layer is the SOCKS64 proxy [23].

SOCKS64 proxy is an enhanced proxy that employs the Trt
same approach than the conventional SOCKS [24]. In

fact, sites that already use SOCKS-aware clientsbea
easily updated to enable IPv4 hosts to connecPi® |

hosts. For doing that, the SOCKS gateway is imple-

mented as a dual IPv4/IPv6 stack host. SOCKS64 aises
DNS trick to enable IPv4 hosts to address |IPv6shake
SOCKS library, implemented in the client, intercept

DNS queries and responds them with fake IPv4 ad-

dresses. When the client calls the "connect AR t
SOCKS library replaces the fake IP by the original
FQDN and delivers the IPv4 "socksified" packet he t
proxy that performs the real DNS query. If the aasig

an "AAAA record", the proxy opens a socket to thes-d
tination IPv6 host using the IPv6 interface. Othseyit
uses the IPv4 interface. SOCKS64 is a bi-directiona
solution because it enables IPv4 hosts open saswiibim
IPv6 hosts and vice-versa. However, the IPv4 addses
are supposed to be public. A problem with the sock
approach is that it breaks the client-server mddel, the

only hosts without any software modification. Faird
that, TRT introduces in the network an intermediary
gevice that acts as a transport relay translatat ité-
Spond for all IPv6 addresses with a dummy prefiy (s
C6::/64) in an IPv6 network. In order to addresdrRwv
host, an IPv6 host must build a fake IPv6 address b
adding the dummy prefix to the IPv4 address ofdes-
tination host (the RFC suggests to modify the tIBNS
resolver or to build a special DNS implementation i
order to resolve IPv4 names with the dummy prefix).
Consequently, the transport relay intercepts alffitr
addressed to IPv4 hosts.

Similarly as the SOCKS64 mechanism, the TRT
opens an IPv4 TCP connection or sends UDP IPv4 data
grams to the IPv4 destination. Theoretically, TRAhc
also be employed to permit IPv4 hosts to initiadarec-
tions to IPv6 hosts, by using temporary mapped IPv4
addresses on the IPv6 side, as implemented in e N
PT. TRT also breaks the client server model.

Mechanism Allows commu- Comments
nication be-
tween ...

SOCKS64 IPv4 or IPv6 Requires special
only hosts software running
running a at the host.
SOCKS LIB. Breaks the client-

server model. Acts
at the API level.
IPv6 only Requires some sort
hosts to IPv4 of DNS modifica-
only hosts. tion. Breaks the
client-server
model.

Table 3:  Transport Layer Based Gateway Mecha-

nisms

Table 3 presents a summary of the Transport Layer
Based Gateway Mechanisms.

3.4 Tunneling Based M echanisms

The tunneling transition mechanisms support connec-
tivity of isolated IPv6 hosts or domains withoutful
IPv6 network infrastructure. The basic solution siets
in encapsulating IPv6 packets inside IPv4 payloHeEF

41as proposed several tunneling solutions. The thmest

common examples of tunneling based mechanisms are
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6over4, 6to4 and Tunnel Broker (see Table 4). 4. M obile Networks and Transition

The 6over4 mechanism [18] is a site local transitio M echanisms
mechanism also known as “virtual Ethernet”. It pgsm
isolated IPv6 hosts and routers to communicateinvih
IPv4 network. Because IPv6 networks are stronggetia
on multicast messages, the 6over4 mechanism dedines
mapping between IPv6 and IPv4 multicast groupssé&he
IPv4 multicast groups are used for Neighbor Discpve

and stateless address configuration.

Transition Mechanisms are already considered an im-
portant alternative for implementing large mobilet-n
works. For example, the 3GPP (3G Partnership Pjojec
has specified the use of IPv6 and defined seveemlas-
ios where transition mechanisms would be useful [3]

The 6to4 mechanism [16,17] permits to interconnect In a first scenario, mobile deV|_ces are dual stemits
IPv6 isolated networks through the legacy Internetconnected to mobile networks with both IPv4 and6lPv

(IPv4). The idea is to embed IPv4 tunnel addregses support. Here, dual-stack transition mechanismeh sis

the IPv6 prefixes so that any domain border roatar BIS or BIA, permit the reuse of existing IPv4 apph

automatically discover the tunnel endpoints forbouind g(l)gs' C;oréslferr]mg the ,!PVA' e:jo_ldrzss ?hortagfe pnmpl_e
IPv6 traffic. The 6to4 mechanisms is used in trapgy an ave a strong disadvantage of requiring

for implementing the “Transparent IPv6” approachd a public IPv4 addresses when the dual-stack host thees

thus, it is presented in detail in section 5.

IPv4 stack. In this scenario, DSTM would be a more
interesting solution because it permits to deployRv6-
only mobile network and offers a mechanisms forgem

- rarily allocating IPv4 public addresses to mobilests
Mechanism Allows commu- Comments h ired
nication be- when required.
tween ... In a second scenario, mobile devices are IPv6-only
6overd s?]lated |P21/6 :nga-site only. | hosts in isolated IPv6 mobile domains connectethéo
osts an t does not supply ; _
routers within connectivity to IPv4'Internet. !n this case, NAT-PT could b.e used t
IPv4 local the global inter- permit the mobile hosts to access IPv4 hosts ifrttes-
domains. net. net. NAT-PT has the disadvantage of requiring a pbo
6tod solated 1PV6 Uses a special public IPv4 addresses. NAPT-PT does not required p
domains address space al- of addresses but is unidirectional. The transpayed
through the ready defined by based mechanisms such as SOCKS64 and TRT could
Internet. IANA. . .
also be considered. However, these mechanismsaye v
Tunel Isolated IPv6 The IPv6 addresses resource consuming because they broke the clientrse
Broker hosts or do- are supplied by model
mains and IPv6 the tunnel broker. '
backbones. A third scenario would also have IPv6-only mobile
Table 4:  Tunneling Based Transition Mechanisms devices in isolated IPv6 mobile domains connecbetthé

IPv4 Internet. The issue here, however, is to pethd
communication between the IPv6-only hosts through t
Internet. That's the typical scenario for tunnelingsed
transition mechanisms such as 6to4 and Tunnel Broke
The 6to4 mechanism is more suited for building IPv6
extranets over the legacy Internet. The Tunnel darok
offers a better solution for connecting isolated@osts

or domains to an IPv6 backbone.

A third tunneling based solution proposed by IESF i
called Tunnel Broker [14]. The Tunnel Broker apmtoa
automates the process of creating tunnels for adimge
isolated IPv6 hosts or isolated IPv6 domains to6IPv
backbones through the Internet. The Tunnel Broker d
fines a client-server model. The client of the TeinBro-
ker service is a dual-stack IPv6 node (host oremut
connected to the IPv4 Internet. The server sidetiva The solution proposed in this paper considers &liou
components: a Tunnel Broker and one or more Tunnescenario where the mobile devices are legacy IRsish
Servers. The Tunnel Servers are dual-stack roetars  that can not be upgraded to support dual-stackRas.lin
nected to the global Internet and to IPv6 backbofieey  this scenario, the mobile networks are private |4
are the end points of the tunnels. The Tunnel Brotie mains connected to the IPv4 Internet. The basia isléo
is to receive the requests from the clients andreed use IPv6 address as global unique identifiers tstsho
them to the appropriate Tunnel Server by returrimgy ~ With private IPv4 addresses. As seen before, tiansi
configuration information for creating the tunndlhe  mechanisms can be used to map IPv4 addresses@o IPv
IPv6 addresses used in both sides of the tunnedigre  addresses, in many cases without software modditat
plied by the Tunnel Broker. Tunneling techniques permit to transport IPv6 p&cke

through the legacy IPv4 Internet. By combining thes
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solutions, this paper proposes a technique thatadhe
same time as a transition mechanism, allowing conimu
cation between IPv4 and IPv6 hosts, but also asla s
tion to address hosts with private IPv4 address ftioe
Internet.

The solution proposed in this paper is stronglyedas

on the 6to4 transition mechanism exposed in thd nex

section. A transparent gateway similar to NAT-PTein
grated with DNS-ALG is also employed.

5 Dynamic tunnelswith the 6to4
mechanism

The 6to4 transition mechanism allows transporting

IPv6 packets in the payload of IPv4 packets usipg d
namic tunnels. This mechanism does not work with an
IPv6 address. IANA has reserved a specific blockPeb
addresses for supporting this mechanism. Befor&aexp
ing how it can be done, it is convenient to exanfioe
the IPv6 address space is organized [11].

The IPv6 address space has been segmented in ord

to support different types of addresses. The |epbits

in the address indicate the specific type of an6lRd-
dress. The variable-length field comprising thessding
bits is called the Format Prefix (FP). Most of tiRv6
address space is still unassigned. However, onertant
segment of addresses called AGGR Agdregatable
Global Unicast - has been already defined. This seg-
ment represents 1/8 of the full IPv6 address spAoe.
AGGR address have a standard format, as showrgin Fi
ure 3. Please refer to [15] to an accurate degonipif
the AGGR address fields.

Site

» &
<

Network Provider
< >
< >

3 13 8 24 16
‘ FP ‘TLAID |RESH NLA ID H SLAID|

64

Aggregatable Global
INTERFACE ID ‘

Unicast Address Format
(AGGR)

3 13 32 16
‘ 001 ’0000000000010 H V4ADDR | SLAID |

%,_/

2002

64
INTERFACE ID ‘

6to4 scheme
2002::/16 = 1/65535
IPv6 address space

FP: Format Prefix

TLA ID: Top Level Aggregation Identifier

NLA ID: Next Level Aggregation Identifier

SLA ID: Site Level Aggregation Identifier
Interface ID: Link Level Host Identifier
V4ADDR: IPv4 Address of 6to4 Tunnel Endpoint

Figure 3. Aggregatable Global Unicast Address Format and 6to
scheme.

The TLA (Top Level Aggregation ldentifier) field is

address to specific entities. IANA is supposed gsign
these blocks to IPv6 Autonomous Systems that offer
transit traffic, such as huge backbones. HoweVaiA
reserved one TLA block to a special address scheme
called 6to4. Its numeric value is 0x0002, i.e., 2006
when expressed as an IPv6 address. Figure 3 atsessh
the 6to4 scheme address format. The 6to4 scheme per
mits the creation of dynamic tunnels intended amsport
IPv6 packets over an existing IPv4 infrastructiiigure

4 explains this principle.

IPVv6 packet IPv4 header

-
lpayload lzooz:c&u:ezm”. 2002:C8C0:7801.... lc&.n.sz.l [cs.co,?s,ll :>

IPv4 header IPv6 packet
A

— IV Y
<::[ca.n.ez.llcs.co.7s.1Izooz:can:ezm... [2002:03(:0:7801... [payload l

VAADDR
€8.C0.78.1
(200.192.116.1)

VAADDR
€8.11.62.1
(200.17.98.1)

IPv6 host

=L

IP6to4
router

IP6to4
router

IPv6 Network
2002:C8C0:7801::/48

1Pv6 Network
2002:C811:6201::/48

Internet
(IPv4 Network)

Figure 4. Dynamic tunnels with 6to4 scheme.

To implement the 6to4 scheme, an IPv6 network must
have at least one public IPv4 address, referred as
V4ADDR. The V4ADDR is the IPv4 address of the
router interface that connects the IPv6 networkhe
Internet. The other router interface, attachecht IPv6
network, has an IPv6 address. This router (refea®d
6to4 router) must support the 6to4 addressing seham
dynamically tunneling the IPv6 packets forwardedhe
Internet [16,17]. The tunneling technique consists
encapsulating an IPv6 packet in an IPv4 packetgusia
IPv4 protocol type 41, as defined in the Transition
Mechanisms, RFC 2893 [7]. The 6to4 router can disco
the 6to4 tunnel endpoint by checking the V4AADDRdfie
from the IPv6 destination address. This enablesatter
to dynamically create the tunnel without previous-c
figuration. The 6to4 tunnels are stateless, becalise
information required for creating the tunnels are e
tracted from the packets.

7 Transparent | Pv6 M echanism

used to segment the AGGR address space into smaller This section presents a mechanism for assigning IPv

blocks. That permits IANA to allocate blocks of ARG

addresses to IPv4 devices without any hardwareftr s
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ware modification. This mechanism is called in {héper The first scenario (Figure 6) shows a private IPv4
“Transparent IPv6” (TIP6, for short). The TIP6 maech domain and an IPv6 domain (more precisely, a 64 d
nism is a combination of the IETF 6to4 tunnelingciree main) connected by the global Internet. The keynelst
nism and a translation based mechanism. The meam id in the TIP6 mechanisms is the “Transparent 6todeGat
is to provide the benefits of IPv6 addressing witho way” (TIPG, for short). The TIPG is a dual homedstho
introducing changes in the existing IPv4 infrastnoe. In~ developed specifically for supporting our proposahe
fact, this mechanism could be immediately employed interface of TIPG is configured with a private 1Pad-
Mobile IP networks for assigning IPv6 addressesxiet- dress. The other interface must have a public texgid
ing mobile devices without any software modificatio IPv4 address, used as the VAADDR for creating dyomam
tunnels with 6to4 standard compatible routers et
TIPG gateways. Besides creating the 6to4 tunneéRGT
7.1 6to4 Address M apping is responsible for dynamically assigning tempor&ty4
addresses to represent IPv6 hosts in foreign nkswvdio
In the TIP6 mechanism, mobile hosts with private configure the TIPG, the network administrator must
IPv4 addresses are mapped to IPv6 addresses as 8how define an “IPv4 Foreign Address Pool”, with private

Figure 5. The IPv6 address belongs to the TLA blockipy4 addresses that are not used in the interriaionle.
2002::/16, in accordance with the 6to4 scheme.iftee- Because the mapping is not permanent, the pool size
face identifier field is defined using the IPv4 eelss as  defines the number of concurrent sessions thatbean
the lower order 32 bits. Even though there is r&tri@  handled by the TIPG. The TIPG must be configursd al
tion imposed to the identifier in the TIP6 mechamishe 35 a DNS server for the mobile hosts. When TIPG re-
higher order 32 bits of the interface identifiee dept  ceives a DNS query from an internal client, it maps
zero to conform to existing standards [18]. For mos temporary IPv4 address representing the foreigré IPv
implementations, SLA ID can also be kept equale®z  server (i.e., similar to a DNS_ALG, but TIPG does n
The SLA ID field will be required only for very lge intercept all packets in the network). This IPv4ids is
networks that have overlapped private IPv4 addresseturned to the internal client that builds a sienffPv4
spaces. packet and delivers it to the network. TIPG reciite

The IPv4 hosts are addressed using Fully Qualifiedt€rcept only the packets which destination adres
Domain Names (FQDN). IPv4 hosts must have their®€longs to the foreign address pool.

names registered in a DNS server using IPv6 AAAA  |n the scenario of Figure 6, the IPv4-only hosts ad
records. For example, a host with IP 10.1.2.3 shbave  dress the IPv6 only hosts using temporarily mapged

an AAAA record mapping its name 0 dresses from a foreign address pool configurechin t
2002:<V4DDR>1:<10.1.2.3>. Note that the mapped IPV6T|PG. The IPv6-only hosts address the IPv4-onlytdos

address is a gIobaI identifier that can be useeb&ngrnal using the IPv6 mapped address as shown in thed-lyur
hosts to uniquely address any host in the network.

IPv4 Foreign 6to4 Dynamic
Address Pool Mapping Table
2002:V4DDR::IPv4Address 1Pv4 only hosts
16 32 16 32 32 TIPG
‘ 2002 H V4ADDR | 0 “ 0 IPv4 Address Private IPv4 remmunnfa apvd
g ...... s Domain VAADDR outer
\§ Y 1 A
Y ~ E3
SLAID Interface Identifier
6to4 Tunnel
) ) ) . I
Figure5. IPv6 address mapping to IPv4 addresses in TIP6 anésiin. g
= -
IPv6 Domain
7.2 Operation Description =

6to4
Router

IPv6 only hosts
The Transparent IPv6 mechanism is implemented by
combining the 6to4 tunneling technique describethan  Figure6. Transparent IPv6 (TIP6) First Scenario.
section 6 with one to one mapping between IPv4 and
IPv6 addresses (similar to the NAT-PT transitiorchze
nism). Lets consider two scenarios in order to desc The second scenario (Figure 7) shows two private
the operation of the TIP6 mechanism. IPv4 domains connected by the global Internet. This
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scenario is similar to the previous one becauséntists  hosts with addresses belonging to the foreign addre
with private IPv4 addresses are seen by the fongmtd pool.

as ‘“virtual” IPv6 hosts. Then, the hosts in domain ) 2002:<V4ADDR_B>:<ID_b>
. . . . IPv4 Foreign 6to4 Dynamic
address the hosts in domain B using temporarilypadp Address Pool Mapping Table ms..domanbg
addresses from the foreign address pool configuréue
N . i
TIPG in domain A. 172.16.0.1 172.16.0.1 = 2002:<V4ADDR_B>::<ID_b> t
172.16.10.254 || 172.16.0.2 = 2002:<VAADDR_C>::<IPv4_c> LI
— /LU
\ V4ADDR_B

N
IPv4 Foreign Address Pool 6to4 Dynamic
in Domain A Mapping Table priae 1Pvs Internet Private IPvé
IPv4 only hosts \ /U VAADDRA /UWC “Cv%
- A
- N §

'g N @ ¢
}I TIP(.3 host.domain.a host.domain.c @

Private IPv4 ‘ ' " mEmmmes Pus-a IPv4_c
-E ; “A” Domain V4ADDR = -

L]

z . Figure 8. IPv4 mapping of foreign IPv6 hosts in TIP6.

6to4 Tunnel

4 (1

VAADDR When transmitting, TIPG perform two sequential op-

0 Private IPv4 : erations on each packet. First it converts the |pPagket
% " : into an IPv6 packet using a NAT-PT approach. Secitnd

' M tunnels the packet adding an IPv4 header. These-ope

1Pva only hosts Y —r tions are illustrated in Figure 9. At the foreigetwork a
gn 6to4 Dynamic . . . . .

Address Poolin | | Mapping Table similar operation is performed. The TIPG in thetihes

omen tion network de-tunnels the incoming packet and per

forms a NAT-PT operation, building an IPv4 packéhw

an IPv4 private address temporarily mapped to the ¢
Similarly to NAT, TIPG keeps an internal table map- ent's IPv6 address. The reply from the server &o al

ping foreign IPv6 addresses to dynamically assignedilustrated in Figure 8.

private IPv4 address. Figure 8 illustrates this pivag

table. Note that both, “true” IPv6 hosts and “mapipe

IPv6 hosts are seen by internal IPv4-only hostiPad

Figure7. Transparent IPv6 (TIP6) Second Scenario.

6to4 Dynamic Mapping Table 6to4 Dynamic Mapping Table

IPV4_fs = IPV6_s

IPv4_fc = IPV6_d

,
)
Client Request H
)

IPv4 Private
Domain

1Pv4 IPv4

)
]
)
Router Router !
)
]
)
]
)
)
)
)
]
)

]
)
r
I
"
]
)
I ]
'
1
]
'
]
)

I .
S V4ADDR_¢ VAADDR_s o) 'Pvais
2 )
1 1]
|IPv4_fs| IPV4_ic || payload | <:| |V4ADDR_s||V4ADDR_c|IPv6_s||IPv6_c| payload | <:| |IPv4_is| 1Pv4_fc I payload |

Server Response

Figure9. Translation and tunnelling in TIP6.
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The symbols used in Figure 9 are explained in Table proach when an IPv4 host sends a packet to a foreig
IPv6 host. There are two situations to considex:ititer-
nal IPv4 is a client initiating a communication kwvian

Symbol Description . ; .
. . . IPv6 foreign server; or the internal IPv4 host iseaver
IPva_ic: I e&?:;g“em private IPv4 ad- answering a request from an IPv6 foreign clients€be
that in this last situation, the mapping table lated
IPv4_fs:  IRv4 address temporarily mapped to when the requisition arrives from the foreign host.
the IPv6 address of the foreign
server. Figure 11 describes the procedure when an internal
IPV6 s: IPv6 address of the foreign server IPv4 host receives a packet from a foreign IPv6t.hos
B (found by DNS resolution). Again, there are two situations to consider: theeifm
Y6 o 16 address of the internal IPv6 host is a client initiating a communicationtiwan
- ent (built by combining the Ipv4 IPv4 local server; or the foreign IPv6 host is avee
address and V4ADDR). answering a request to an internal IPv4 client. €bies
Pva_is: _ Infernal server private IPv4 ad- that in thls_, last S|tue_1t|on, the mapping table wpdated
dress. when the internal client resolved the FQDN of thtee
nal server, as described in the procedure for tnétisg
IPv4_fc: IAv4 address temporarily mapped to ; ;
the IPv6 address of the foreign a packet in Figure 10.
client.
VAADDR_c: |IPv4 address of the TIPG in the
client’s network.
VAADDR_s: |IPv4 address of the TIPG in the
server’s network.

Table 5:  Legends for Figure 9.

7.3 Algorithms

Figure 10 describes the procedure in the TIP6 ap-

11
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Initiate a
communication
with a foreign
server

IPv4 Host |

TIPG

| ©

NS Server

Send a DNS

Find the IPv6

DNS query address

DNS query

Query to resolve
the FQDN of the
destination host

corresponding to
the FQODN

_, DNS response

FQDN to IP
resolution

| Select an IPv4 address from the Foreign Address Pool. |

y

| Map the IPv4 and the IPv6 address in the |

Answers a dynamic mapping table.

request from a
foreign client or
delivers a packet

Mount the IPv4
packet

Return the IPv4
address to the client.

to a foreign
server when the
FQDN is already
resolved

Does the IPv4
destination
address belong to
the foreign
address pool?

Send the IPv4
packet to the
default gateway
(TIPG)

ls

Find IPv6 address in the mapping
table and build the IPv6 packet.

| Tunnel the packet with the VAADDR header. |

| Forward the packet to the IPv4 router.

j—

Figure 10. Procedure for transmitting a packet in TIP6 .

IPv4 Router | TIPG || IPv4 Host

Tunneled
packet

De-tunnels the packet and
extracts the IPv6 packet.

Forward
tunneled packet
to TIPG

Is the source
IPv6 address
already
mapped?

Select an IPv4 address from the Foreign
Address Pool.

v

Map the IPv4 address to the source IPv6
address in the dynamic allocation table.

Build the IPv4 packet using the IPv4
address mapped to the IPv6 source

Receive the
IPv4 packet.

Figure 11. Procedure for receiving a packet in TIP6 .

12



Edgard Janmhour A obal Mobile | Pv6 Addressing using Transition Mechani sns
Si none St oroz
Carl os Maziero

: : _ nism in order to permit addressing any type of @6
8 Transparent |Pv6 in Mobile Net mains.
works

This section explains how the “Transparent IPv6”
(TIP6) can be used to deploy very large wireless ne 9 Conclusion
works without IPv4 provisioning. As seen in the\poels
sections, the TIP6 mechanism permits to assign IPv6 This paper presented a novel mechanism to manage
addresses to IPv4 hosts without modifying existisgr's  the problem of shortage of globally unique IPv4 ad-
devices or network elements. TIP6 is implemented in dresses for Mobile IP. This mechanism is calledatiEr
wireless network by connecting a “Transparent 6to4parent IPv6” (TIP6, for short). The main idea ispim-
Gateway” (TIPG) to the home agent, as show in [Egur vide the benefits of IPv6 addressing without intrcidg
12. In this configuration the TIPG must be confeias  significant changes in the existing IPv4 infrastune.
the DNS server for the mobile devices, but notdéfault  The TIP6 mechanism is a combination of the IETH6to
gateway. The default gateway is the foreign agest, tunneling mechanism and a translation based mesmani
specified by the Mobile IP standard. The TIP6 mechawe have shown that the TIP6 mechanism extends the
nism requires an additional route to be configurethe  standard NAT functionalities by permitting a moHilest
home agent. This route directs all packets wittidas  to receive connections from other mobile or fixexbts
tion addresses belonging to the foreign address$ @00 connected to the Internet. An IPv4 host in a TIR6 n
the TIPG. All other packets can be delivered diyett  work can communicate with other TIP6 networks athwi
the firewall. “true” IPv6 hosts using the 6to4 addressing schérhis

Observe that the standard NAT mechanism can smfea“!fe W",I permit thg coex!stence of emerging GPv
be used to permit the mobile devices to access 4 Mobile IP |mplementat|<_)ns with legacy IPv4 Netwarks
works that do not implement the TIP6 mechanism. Theuture works are feq“'fe_d to evaluate th_e use of (.St
TIP6 mechanism permit mobile devices connected td€l2y routers with TIP6 in order to permit addregsi
different carrier networks to intercommunicate. For native IPv6 domains.
plementing this it is required to deploy TIP6 inttbo
carrier networks (see Figure 12). Observe that &6
mits that carrier networks use overlapped privéte4l
addresses. Therefore, it is not required any typgeevi- References
ous agreement between the carrier operators.
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