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T. Heinrich, N. Will, R. Obelheiro, C. Maziero. A Method for Detecting Anomalies in WebAssembly Using
Categorical Data. Springer Nature Computer Science, 2026.

N. Will, C. Maziero. Intel Software Guard Extensions Applications: A Survey. ACM Computing Surveys,
2023.

E. Viegas, A. Santin, J. Bachtold, D. Segalin, M. Stihler, A. Marcon, C. Maziero. Enhancing service
maintainability by monitoring and auditing SLA in cloud computing. Cluster Computing, Springer, 2020.
E. Mannes, C. Maziero. Naming content on the network layer: a security analysis of the Information-
centric Network model. ACM Computing Surveys, 2019.

A. Kraemer, C. Maziero, O. Richard, D. Trystram. Reducing the number of response time service level
objective violations by a cloud-HPC convergence scheduler. Concurrency and Computation: Practice and
Experience, 2017.

C. Maziero, D. dos Santos, A. Santin. Evaluation of desktop operating systems under thrashing conditions.
Springer Journal of the Brazilian Computer Society, 2013.

R. Teigao, C. Maziero, A. Santin. Applying a usage control model in an operating system kernel. Elsevier
Journal of Network and Computer Applications, 2011.

A. Santin, R. Costa, C. Maziero. A three-ballot-based secure electronic voting system. IEEE Security &
Privacy, 2008.

L. Oliveira, C. Maziero. A Trust Model for a Group of E-mail Servers. CLEI Electronic Journal, v. 11, p. 1-11,
2008.

M. Laureano, C. Maziero, E. Jamhour. Protecting host-based intrusion detectors through virtual machines.
Elsevier Computer Networks, 2007.

E. Jamhour, S. Storoz, C. Maziero. Global mobile IPv6 addressing using transition mechanisms. Journal of
the Brazilian Computer Society, 2003.

F. Vardanega, C. Maziero. A Generic Rollback Manager for Optimistic HLA Simulation. Transactions of the
Society for Computer Simulation, San Diego - California, 2001.

P. Ingels, C. Maziero, M. Raynal. Un Noyau Réparti pour les Applications Fondées sur la Progression d'un
Temps Virtuel. Réseaux et Informatique Répartie, Franca, 1993.

Book chapters
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N. Will, C. Maziero. Efficient Management Models for SGX Enclaves. In: Communications in Computer and
Information Science, ed.1. Cham, Switzerland: Springer Nature, 2025, v.2459, p. 195 - 220.

T. Heinrich, B. Reichert, N. Will, R. Obelheiro, C. Maziero. WebAssembly: Uma Introducdo. 429 Simpdsio
Brasileiro de Redes de Computadores e Sistemas Distribuidos - SBRC 2024 (short course, in portuguese).
N. Will, R. Condé, C. Maziero. Mecanismos de Seguranc¢a Baseados em Hardware - Uma Introducéo a
Arquitetura Intel SGX. Simpdsio Brasileiro de Seguranca da Informacdo e Sistemas - SBSeg 2017 (short
course, in portuguese).

A. Marcon Jr, M. Laureano, A. Santin, C. Maziero. Aspectos de seguranca e privacidade em ambientes de
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Computacdo em Nuvem. Simpdsio Brasileiro de Seguranca da Informacao e Sistemas - SBSeg 2010 (short
course, in portuguese).

M. Laureano, C. Maziero. Virtualizacdo: Conceitos e Aplicacbes em Seguranca. Simpdsio Brasileiro de
Segurancga da Informacao e Sistemas - SBSeg 2008 (short course, in portuguese).

M. Raynal, C. Maziero. Discrete Event Simulation On Distributed Memory Parallel Computers. In: |. Dimov,
0. Tonev (Org.). Advances in Parallel Algorithms. Amsterdam - Netherlands: 10S Press, 1994,

Books

1.

Sistemas Operacionais: Conceitos e Mecanismos (Operating Systems: Concepts and Mechanisms -
undergraduate textbook, in portuguese, 550 pages, under a Creative Commons License).
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A. Viescinski, T. Heinrich, V. Fulber-Garcia, C. Maziero. How Risky Is It? A Closer Look at Game Anti-Cheat
Software. In IEEE Symposium on Computers and Communications (IEEE ISCC), 2025.

C. Helpa, T. Heinrich, M. Botacin, N. Will, R. Obelheiro, C. Maziero. The Use of the DWARF Debugging
Format for the Identification of Potentially Unwanted Applications (PUAs) in WebAssembly Binaries. In:
21st International Conference on Security and Cryptography (Secrypt), 2024.

A. Frasao, T. Heinrich V. Fulber-Garcia, N. Will, R. Obelheiro, C. Maziero. | See Syscalls by the Seashore:
An Anomaly-based IDS for Containers Leveraging Sysdig Data. In: IEEE Symposium on Computers and
Communications (IEEE ISCC), 2024.

. N. Will, C. Maziero. Enclave Management Models for Safe Execution of Software Components. 10th

International Conference on Information Systems Security and Privacy (ICISSP), 2024.

T. Heinrich, N. Will, R. Obelheiro, C. Maziero. A Categorical Data Approach for Anomaly Detection in
WebAssembly Applications. 10th International Conference on Information Systems Security and Privacy
(ICISSP), 2024.

T. Heinrich, N. Will, R. Obelheiro, C. Maziero, C. Anywhere on Earth: A Look at Regional Characteristics of
DRDoS Attacks. 10th International Conference on Information Systems Security and Privacy (ICISSP),
2024,

R. Lemos, T. Heinrich, N. Will, R. Obelheiro, C. Maziero. Inspecting Binder Transactions to Detect
Anomalies in Android. IEEE International Systems Conference (SysCon), 2023.

R. Lemos, T. Heinrich, C. Maziero, N. Will. Is It Safe? Identifying Malicious Apps Through the Use of
Metadata and Inter-Process Communication. IEEE International Systems Conference (SysCon), 2022.

T. Heinrich, C. Maziero, N. Will, R. Obelheiro. How DRDoS attacks vary across the globe?. ACM Internet
Measurement Conference (IMC), 2022.

A. Viescinski, T. Heinrich, N. Will, C. Maziero. Behavior Modeling of a Distributed Application for Anomaly
Detection. 19th International Conference on Security and Cryptography (Secrypt), 2022.

G. Castanhel, T. Heinrich, F. Ceschin, C. Maziero. Taking a Peek: An Evaluation of Anomaly Detection
Using System Calls for Containers. In: IEEE Symposium on Computers and Communications (IEEE ISCC),
2021.

T. Heinrich, R. Obelheiro, C. Maziero. New Kids on the DRDoS Block: Characterizing Multiprotocol and
Carpet Bombing Attacks. In: Passive and Active Measurement Conference (PAM 2021), 2021. (best paper
award)

N. Will, T. Heinrich, A. Viescinski, C. Maziero. Trusted Inter-Process Communication Using Hardware
Enclaves. In: IEEE Intl Systems Conference (SYSCON 2021), 2021.

A. Matos, C. Maziero. An Architecture for the Management of Virtual Machine Migrations. 14th |EEE
International Systems Conference (IEEE SYSCON), 2020.

N. Will, C. Maziero. Using a Shared SGX Enclave in the UNIX PAM Authentication Service. 14th IEEE
International Systems Conference (IEEE SYSCON), 2020.

D. Lanoég, M. Hurfin, E. Totel, C. Maziero. An Efficient and Scalable Intrusion Detection System on Logs of
Distributed Applications. 34rd Intl ICT Systems Security and Privacy Protection (IFIP SEC), 2019.
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Operating System. 23rd IEEE Symposium on Computers and Communications (IEEE ISCC), 2018.

D. Rezende, C. Maziero, E. Mannes. A Distributed Online Certificate Status Protocol for Named Data
Networks. 33rd ACM/SIGAPP Symposium On Applied Computing (ACM SAC), 2018.

R. Barriviera, C. Maziero. A model for context-sensitive usage control in healthcare information systems.
Federated Conference on Computer Science and Information Systems (FedCSIS), 2017.

R. Barriviera, C. Maziero, C. Trelha. Analysis of Medical Records Management in Brazilian Basic Healthcare
Units: A Qualitative Approach. 2nd Intl Conference on Informatics and Assistive Technologies for Health-
Care, Medical Support and Wellbeing (Healthinfo), 2017.

E. Mannes, C. Maziero, L. Lassance, F. Borges. Assessing the Impact of Cryptographic Access Control
Solutions on Multimedia Delivery in Information-Centric Networks. 15th IEEE/IFIP Network Operations and
Management Symposium (NOMS), 2016.

A. Kraemer, C. Maziero, O. Richard, D Trystram. Reducing the Number of Response Time SLO Violations
by a Cloud-HPC Convergence Scheduler. 2nd Intl Conference on Cloud Computing Technologies and
Applications (CloudTech), 2016.

D. Segalin, A. Santin, J. Marinowski, L. Segalin, C. Maziero. An Approach to Deal with Processing Surges in
Cloud Computing. 39th Annual IEEE International Computers, Software & Applications Conference
(COMPSAC), 2015.

E. Mannes, C. Maziero, L. Lassance, F. Borges. Optimized Access Control Enforcement Over Encrypted
Content in Information-centric Networks. 20th IEEE Symposium on Computers and Communications
(ISCC), 2015.

G. Andrade, L. Lima Jr, A. Calsavara, C. Maziero. Routing Protocol Based on the Position, Velocity, and
Direction of the Nodes. 9th Intl Symposium on Frontiers of Information Systems an Network Applications
(FINA), 2013.

M. Lazzaroni, V. Piuri, C. Maziero. Computer Security Aspects in Industrial Instrumentation and
Measurements. IEEE Intl Instrumentaion and Measurement Technology Conference, 2010.

E. Silva, A. Santin, E. Jamhour, C. Maziero, E. Toktar. Applying Quorum Role in Network Management. 11th
IFIP/IEEE Intl Symposium on Integrated Network Management, 2009.

M. Madruga, S. Loest, C. Maziero. Using Transparent Files in a Fault Tolerant Distributed File System. 9th
Intl Symposium on Autonomous Decentralized Systems, 2009.

S. Loest, M. Madruga, C. Maziero, L. Lung. BackuplIT: An Intrusion-Tolerant Cooperative Backup System.
8th IEEE/ACIS Intl Conference on Computer and Information Science, 2009.

I. Raguenet, C. Maziero. A fuzzy model for the composition of intrusion detectors. 23rd IFIP Intl
Information Security Conf - IFIP SEC, 2008.

E. Kageyama, C. Maziero, A. Santin. An experimental peer-to-peer e-mail system. 11th IEEE Intl Conf on
Computational Science and Engineering, 2008.

L. Oliveira, C. Maziero. A trust model applied to e-mail servers. 11th IEEE Intl Conf on Computational
Science and Engineering, 2008.

E. Kageyama, C. Maziero, A. Santin. A pull-based e-mail architecture. 23rd Annual ACM Symposium on
Applied Computing, 2008.

A. Uchbéa, M. Pellenz, A. Santin, C. Maziero. A three-pass protocol for cryptography based on padding for
wireless networks. IEEE CCNC Consumer Communications and Networking Conf - Wireless Networking
Track, 2007.

R. Teigao, C. Maziero, A. Santin. A grammar for specifying usage control policies. IEEE Intl Conf on
Communications, 2007.

R. Nabhen, C. Maziero. Some experiences on using virtual machines for teaching computer networks.
19th IFIP World Computer Congress - TC3, 2006.

C. Kropiwiec, E. Jamhour, C. Maziero. A WSDL security extension for IPsec. 9th IEEE Symposium on
Computers and Communications, 2004.

E. Toktar, E. Jamhour, C. Maziero. RSVP policy control using XACML. 5th IEEE Intl Workshop on Policies for
Distributed Systems and Networks, 2004.

E. Toktar, E. Jamhour, C. Maziero. A XML policy-based approach for RSVP. ICT'04 - 11th Intl Conf on
Telecommunications, 2004,

M. Laureano, C. Maziero, E. Jamhour. Intrusion detection in virtual machine environments. 30th
EUROMICRO Conference, 2004.

C. Kropiwiec, E. Jamhour, C. Maziero. A framework for protecting Web Services with IPSec. 30th
EUROMICRO Conference, 2004.
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C. Kropiwiec, E. Jamhour , C. Maziero. A WSDL extension for protecting Web Services with IPSec. ICT'04 -
11th International Conference on Telecommunications, 2004. Short paper.

A. Santin, J. Fraga, C. Maziero. Extending the SDSI/SPKI model through federation webs. 7th IFIP TC6 TC11
CMS Conf on Communications and Multimedia Security, 2003.

M. Borchardt, C. Maziero, E. Jamhour. An architecture for on-the-fly file integrity checking. 1st LADC Latin
American Symposium on Dependable Computing, 2003.

R. Nabhen, E. Jamhour, C. Maziero. RBPIM: A PCIM-based framework for RBAC. 28th IEEE LCN Conf on
Local Computer Networks, 2003.

R. Nabhen, E. Jamhour, C. Maziero. A policy based framework for access control. 5th ICICS Intl Conf on
Information and Communications Security, 2003.

R. Nabhen, E. Jamhour, C. Maziero. A policy-based framework for RBAC. 14th IFIP/IEEE DSOM Workshop
on Distributed Systems: Operations and Management, 2003.

C. Maziero, F. Vardanega. A generic rollback manager for optimistic HLA simulations. 4th IEEE
International Workshop on Distributed Simulation and Real-Time Applications, 2000.

C. Maziero, F. Vardanega. Reflective management of optimistic federates in HLA. 11th European
Simulation Symposium and Exhibition - ESS'99, 1999.

C. Maziero, F. Vardanega. Simplifying optimistic distributed simulations in the High Level Architecture. XI
International Conference on Parallel and Distributed Computing and Systems, 1999.

C. Maziero, J. Fraga, L. Lung. MetaFT - A reflective approach to implement replication techniques in
CORBA. XIX IEEE International Conference of the Chilean Computer Science Society, 1999.

C. Maziero, F. Vardanega. Using computational reflection in optimistic distributed simulations. XIX IEEE
International Conference of the Chilean Computer Science Society, 1999.

R. Ribeiro, C. Maziero. Supporting Distributed Object-Oriented Simulations In An Open Platform. 10th
European Simulation Symposium and Exhibition, 1998.

J. Fraga, C. Maziero, L. Lung, O. Loques. Implementing Replicated Services In Open Systems Using A
Reflective Approach. 3rd IEEE International Symposium on Autonomous Decentralized Systems, 1997.
C. Maziero, M. Raynal. Discrete Event Simulation On Distributed Memory Parallel Computers. WPA92
Workshop on Parallel Algorithms, 1992.

P. Ingels, C. Maziero, M. Raynal. A Distributed Kernel For Virtual Time Driven Applications. 4th IEEE
International Conference on Computing and Information, 1992.

National/regional conference papers
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2.

J. Curvelo, C. Maziero. Monitoramento Seguro de Métricas de Nivel de Servico em Nuvem. XXV Simpdsio
Brasileiro em Seguranca da Informacao e de Sistemas Computacionais (SBSeg), 2025.

D. Bortolini, R. Obelheiro, C. Maziero. Detec¢ao Eficiente de Anomalias em Hosts usando Transformer com
Categorizacdo de Chamadas de Sistema. XXV Simpésio Brasileiro em Seguranca da Informacao e de
Sistemas Computacionais (SBSeg), 2025 (short paper).

A. Frasao, T. Heinrich, V. Fulber-Garcia, N. Will, R. Obelheiro, C. Maziero. Utilizando Estratégias de
Monitoramento Leve em Ambientes Conteinerizados para Detec¢ao de Anomalias via HIDS. XXIV
Simpdsio Brasileiro em Seguranca da Informacao e de Sistemas Computacionais (SBSeg), 2024.

V. Comarella, , T. Heinrich, V. Fulber-Garcia, N. Will, R. Obelheiro, C. Maziero. O Impacto de Software Anti-
cheat na Privacidade do Usudrio. XXIV Simpésio Brasileiro em Seguranca da Informacdo e de Sistemas
Computacionais (SBSeg), 2024.

. T. Heinrich, N. Will, R. Obelheiro, C. Maziero. Uso de Chamadas WASI para a Identificacdo de Ameacas em

Aplicacbes WebAssembly. XXIll Simpdsio Brasileiro em Seguranga da Informacao e de Sistemas
Computacionais (SBSeg), 2023.

C. Helpa, T. Heinrich, M. Botacin, N. Will, R. Obelheiro, C. Maziero (UFPR). Uma Estratégia Dindmica para a
Deteccado de Anomalias em Binarios WebAssembly. XXIII Simpdsio Brasileiro em Seguranca da Informacao
e de Sistemas Computacionais (SBSeg), 2023.

T. Heinrich, N. Will, R, Obelheiro, C. Maziero. Um Estudo de Correlacdo de Ataques DRDoS com Fatores
Externos Visando Dados de Honeypots. XXIl Simpdsio Brasileiro em Seguranca da Informacdo e de
Sistemas Computacionais (SBSeg), 2022.

R. Lemos, T. Heinrich, C. Maziero. Utilizando Metadados de Aplicac6es e Comunicacao entre Processos
para ldentificar Ameacas no Android. In: Simpdsio Brasileiro de Seguranca da Informacdo e de Sistemas
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Computacionais (SBSeg), 2021.

A. Viescinski, T. Heinrich, N. Will, C. Maziero. Construcdo de modelos baseados em N-gramas para
deteccdo de anomalias em aplicacdes distribuidas. In: Simpdsio Brasileiro em Seguranca da Informacdo e
de Sistemas Computacionais (SBSeg), 2020.

N. Will, T. Heinrich, A. Viescinski, C. Maziero. A Trusted Message Bus Built on Top of D-Bus. In: Simpdsio
Brasileiro em Seguranca da Informacao e de Sistemas Computacionais (SBSeg), 2020.

G. Castanhel, T. Heinrich, F. Ceschin, C. Maziero. Deteccdo de Anomalias: Um Estudo Voltado na
Identificacdo de Ataques no Ambiente de Contéiner. In: Workshop de Trabalhos de Iniciacdo Cientifica e
de Graduacgao do SBSEG, 2020.

A. Matos, C. Maziero. Uma arquitetura para a geréncia de migracdo de Maquinas Virtuais. In: Workshop
em Clouds e Aplicaces - Simpdsio Brasileiro de Redes de Computadores (WCGA/SBRC), 2020.

D. Rezende, C. Maziero, E. Mannes. Distribuindo e Consultando o Estado de Chaves Ptblicas em Redes
Centradas na Informacdo. Workshop de Redes P2P, Dinamicas, Sociais e Orientadas a Contelido (WP2P2+
SBRC), 2017.

S. Dionysio, L. Nacamura Jr., C. Maziero. Improving Network I/O Performance in Virtual Machines through
Workload Profile Clustering. VI Brazilian Symposium on Computing Systems Engineering (SBESC), 2016.
F. Fontoura, C. Maziero, M. Wehrmeister. A Cryptographic API for Embedded Applications. VI Brazilian
Symposium on Computing Systems Engineering (SBESC), 2016.

E. Mannes, C. Maziero. Controle de acesso baseado em criptografia para a distribuicao segura de
contetido multimidia em Redes Centradas em Informag¢ado. CTDSeg/SBSeg - IV Concurso de Teses e
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